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SPOW TP ettt sttt ettt e st e st e sttt e st e steesteeteesbeeseeesteeneen 10-22
SNOW TP STALISLICS .vveevvieeiieeeieeie ettt ettt et et e et e et eeebeeebenbesebesnbeenseeseas 10-25
Chapter 11 MVRP COmMMUANAS ..ottt ens 11-1
100114 5 o USSR 11-2
INIVIP POTE ettt ettt ettt et e e ettt e st e et esae e e e st e et e et e e ebeeebaeenteenmteesareesanennnee 11-3
MVIP HNKAZE .oiiiiiiie ettt st et et e e ens 11-5
MVIP MAXIMUM=VIAN L1ttt sa e e e e b e e enaeennes 11-7
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INVIP TEZISTTALION ..eeuviiiieitietieitie sttt ettt stee st e sbtesbeesbeesbesbeesbeesbeesbesneens 11-8

MVIP APPLICANT ..eviiiiiiiiiii ettt eae s 11-10
TNVIP LINET JOIM 1viniieiiieiiieiete ettt ettt ettt ettt eeteab e e b e eabeenbenbeenbeenseenseeseas 11-12
MVIP tIMET JEAVE ..ottt ettt eee s 11-14
MVIP tIMET 1€aVeall ....c.eoieiiiiiiiiee s 11-16
MVIP tIMET PETIOAICHIMET .....viiiieiiieieieeie ettt ettt ebe e s 11-18
MVIP PEriOAIC-traNSIMISSION ...vvivevieeiieiieieeiieeieeeeteeteeteeeeteereeaeessesseensesnsesnsennes 11-20
MVIP 1eStrict-vIan-re@iStration ..........ccoecverierierienierieeiese st sreseneeees 11-22
mvrp restrict-v1an-advertiSEmMent ..........cccvecvereriienienieneseenieeseeseseesieeseeeseeenees 11-24
MVIP StAtIC-VIAN-TESLIICT ..iovievieiieiierieitieieesieere ettt ettt seeseeeseeese e e seeesaeeseenes 11-26
ShOW MVIP CONTIGUIATION ...ovviieiiiiiieiieieeie ettt ettt e e e sreseaeeeaessaeeen e 11-28
SNOW IMVIP POTL .ttt ete ettt et e et e e eebeeaeeaeeesesseesseesaeessesseessesssesssensnans 11-29
ShOW MVIP lINKAGE ..o.vevieiiiiieiieece et eea 11-32
SNOW MVIP TIMET ...vviviiieiieiieiieeeie e eieteeeteete et eereeeeeseaeessesseesaeesaessnessesssessnessnenenns 11-34
SHOW MVIP SEALISTICS ...veieiiiciieeiieeriieeeeesie et e st rreesreeetesteeestae e saessaeesneensseesseas 11-37
Show mMVIP 1aSt-pPAU-OTIZIN ...eovviriiiriiiiiniieieeee e 11-41
ShOW MVIP VIAN-TESIIICHIONS ..eevvvireiiiiiriieriiieiieeieie ettt 11-43
MVIP ClEAT-STALISTICS ..euvveiieeieriieiieeiieie ettt ettt et e 11-45
Chapter 12 802.TAB COMMANGS .........c.ocoiiiiiiiiicicceeee ettt 12-1
11dp nearest-edge MOAE .......cc.eevvieriierieriieieie ettt ens 12-3
11dp transmit INTETVAL .......ooiiuieriieiiieiecietece et ae e e 12-4
1ldp transmit hold-MUItIPHET .......ccoevviiiiiiiiiieieie e 12-5
11dP TEINTE LAY .evevvieeiieiieieieeie ettt et bbb e beeseeeas 12-6
11dp notification INEEIVAL .........ccveeivieiieiieiieieete ettt eas 12-7
AP LAPAU ettt e 12-8
1A NOLITICALION ...eviiieiieiiiiciiieie ettt e e et e e e treetaeeseseeseseeseeens 12-10
11dP NEtWOTK-POLICY ..veiiiiiiiieiietiee ettt ettt et 12-12
1ldp med NEtWOTK-POLICY ..cuvreeieiieiieieieeieee ettt 12-14
1Idp tlv MAaNAEIMENT ......c.eovieiieiieiierieseeeee ettt eseaeneas 12-16
LIAP 1V AOLL ettt ettt ene s 12-18
LIAP IV O3 ettt ettt ettt eaeens 12-20
AP IV INEA ettt ettt et ete e ens 12-22
11AP LIV PIOPTICIATY ..eevvieiieiiiieciteeiee ettt ettt ettt ettt et saeeseeseeestaeseeeseeaneens 12-24
11dp tIV APPLICALION ..eevviiiieiiiieciieciiece sttt eeeeseeeseeeseeeneens 12-26
11dp tlv application PrIOTILY ....cceevvereieierieiieeieeteeeee st ste et e seeeseesee s e sie e teebe e 12-28
ShOW 11dp SYStEM=STALISICS ...eevviereieriirieriieriieniieieeee st ste e eeste s sre e reesbe e e 12-30
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ShOW 11dp 10CAl-SYSIEIM ....cvvieiieiiieiiieieieeie ettt e 12-34
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Show 11dp NEtWOTK-POLICY ....eeoveiiiiieeiieeiie e 12-44
show 1ldp med network-poliCy .......cccoveeiiiiiiiiieieee e 12-46
ShOW 11dp TeMOLE-SYSIEM ....eeeriiieiiieiieie ettt et 12-48
show 1ldp remote-system Med .........ccooeerieriieninienieriereeeeree et 12-50
show lldp remote-system application-tlv .........ccccecceevierinienienienieiereereeseeene 12-53
show lldp remote-system power-via-mdi .........cccceeceereeririenienienieienieeneeeneeens 12-55
show lldp remote-system power-via-mdi-measurements ............ecceeceeveeevervennnnne 12-59
show 1ldp local-port power-via-mdi ..........ccceeeveeiieiiieiiieiiieeie e 12-62
show 1ldp local-port power-via-mdi-measurements ...........cccceeveereeveenieeneeneennns 12-67
show lldp agent-destination-address ..........cceceeveeeiiriiieiiciieiecie e 12-70
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LA trUSE-AEENLE ..ottt ettt eae s 12-72
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1p directed-DroadCast .........cccveviieriirieerieeeite et etee e e e ere et e s e e enseenees 13-21
ip directed-broadcast trusted-SOUTCE-1P .......cocvvevirervieriieriieriee et eiee e 13-22
ip directed-broadcast ClEAT ...........ccoocevieriiiiiiiieeeeeeee e 13-25
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ICINP tIMESTAIMIP .ovvieeiiieeiieeieerieeeite st eerteeteesteeeteessseeessaesseeesseessseesseensseesnseenneens 13-48
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ip dhcp relay interface admin-state ............ccoeeveeieriiiriiiniiie e 14-10
ip dhep relay forward-delay .........ccoccveerieiieniniecieeee e 14-11
ip dhep relay maximum-ROPS .....ocveeveriieriieniieiiieseee e 14-13
ip dhcp relay insert-agent-information ...........ccoceevvierieerinienienieseeeesie e 14-15
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Show ip dhep relay INtErface .....c.oceevceeiecieciecee et 14-23
ShOW ip dhep 1elay STALISTICS ..eevvvervieieieieiiieciiecieee ettt sreesreesre e 14-26
ip dhep relay clear StatiStICS ...ecivierieieiesieeericee et 14-28
show ip dhcp relay insert-agent-information error-count ...........cecceeeeveereereeneene 14-30
ip dhep relay clear insert-agent-information error-count ............coceeeeceeecveeuennen. 14-32
Show ip dhep 1elay COUNLETS .....eovviiririiiiiiiiieeiiiecee e 14-34
dhep-snooping admin-State ...........ccceceevueeriieiiiriieiieieee e 14-35
dhep-snooping mac-address-verifiCation .........ccccecceereerierienienienireesesee e 14-36
dhep-snooping option-82-data-iNSETtioN ..........ccceervereerierierrerieririreseeseresenennas 14-38
dhep-snooping bypass option-82-Check .........ccvviviiriiviiniiiniicieeeeceee e, 14-39
dhep-snooping option-82 fOrmat .........ceeceereereniieriienieeieeeeeee s 14-40
dhep-snooping Option=-82 POLICY ......ecverveeriieriiereiieniienieeresieesieeseesesieesieeseeeseeeeeas 14-43
dhep-SN0OPING VIAN ..oviiiiiiiiieiiecieceeeee e eaeeeas 14-44
ANCP-SNOOPING POTL ..eovvreeierieeiieeiieeieeteet ettt e et et e s e sestaeseressaeessessessaeessessseneas 14-46
dhep-snoopPing HNKAZE ....occvevieiiieiieieiieieeeeee ettt ene s 14-48
dhep-snooping ip-source-filter admin-state .............cceceeriereerrereerineerieeneeneeeneas 14-50
dhcp-snooping IP-SOUTCE-TIILET ......eoviiiieriieriierieiece ettt 14-51
dhcp-snooping binding admin-state ...........cceceeeeeiieciiecriciiecieecie e eee e 14-53
dhcp-snooping binding tIMEOUL .........c.eeereeieririeiereeieeeiee et eeeae 14-54
dhcp-snooping binding ACtION ..........cceevcvierciiririeeiieeee e ereeenees 14-55
dhcp-snooping binding PETSISLENCY ......ccveeeevirerieeriieerieerierreesreeereereeereeeereeseeas 14-57
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show dhcp-snooping ip-soUrCe-fllter ........oocvvrviriiriiiriieiiiiee e 14-63
Show dhCp-SN0OPING VIAN ...ceviiiiiiiiiieiieieeie et 14-65
ShOW dNCP-SNOOPING POTL ...vvieiiieiiieieiieie ettt ettt ettt eee e e 14-67
dhcp-snooping clear violation-COUNLETS ........cccueverierierinieniieniieseieeeseeeseeeseeenens 14-69
Show dhCP-SNOOPING COUNTETS ...eevvvireireieieieriieriieeieeiieeieeetiettestreseeeseeeeeeseeeseeeseneseans 14-71

OmniSwitch 2260,2360 AOS Release 5.2R3 CLI Reference Guide June 2023 X
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About This Guide

This CLI Reference Guide is a comprehensive resource to all Command Line Interface (CLI) commands
available on the OmniSwitch.

Supported Platforms

The information in this guide applies only to the following products:
® OmniSwitch 2260
®  OmniSwitch 2360

Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to
configure, maintain, and monitor switches and routers in a live network. Anyone wishing to gain
knowledge on the details of all CLI commands available on the OmniSwitch will benefit from the material
in this reference guide. However, advanced users who have already familiarized themselves with the
OmniSwitch CLI commands will benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it is a good idea to first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.
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What is in this Manual?

This reference guide includes information on every CLI command available in the switch. Command
reference information is included for base software commands as well as commands associated with
optional software packages, if applicable:

Command description.

Syntax.

Description of all keywords and variables included in the syntax.

Default values.

Usage guidelines, which include tips on when and how to use the command.
Examples of command lines using the command.

Related commands with descriptions.

Release history, which indicates the release when the command was introduced.

SNMP information, such as the MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parameters included in a command.

What is Not in this Manual?

Primarily a reference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It also does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the
appropriate configuration guide.

How is the Information Organized?

Each chapter in this guide includes reference material for all commands related to a single software
feature, such as server load balancing or link aggregation. Typically commands in a single chapter will
share a common prefix.
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Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this guide.

bold text Indicates basic command and keyword syntax.

Example: show snmp station

italicized text Indicates user-specific information such as IP addresses, slot numbers,
passwords, names, etc.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ ] (Straight Brackets) Indicates optional parameters for a given command.

Example: show aaa server [server name]
Here, you can enter either of the following options:

show aaa server

show aaa server server _name (where server_name is the user-
specified server name, e.g., show aaa server myserverl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces) Indicates that the user must choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you must choose one of the following:

port mirroring enable or port mirroring disable

| (Vertical Pipes) Used to separate parameter choices within a command string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choices rx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“” (Quotation Marks) Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “new test vlan”

OmniSwitch 2260,2360 AOS Release 5.2R3 CLI Reference Guide June 2023 XXVi



Related Documentation

The following are the titles and descriptions of all the related OmniSwitch user manuals:

OmniSwitch 2x60 Hardware Users Guides

Describes the hardware and software procedures for getting an OmniSwitch up and running as well as
complete technical specifications and procedures for all OmniSwitch chassis, power supplies, fans, and
Network Interface (NI) modules.

CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch. Includes syntax definitions,
default values, examples, usage guidelines and CLI-to-MIB variable mappings.

WebView Guide

Includes information on configuring an OmniSwitch using the web management software (WebView).
Technical Tips, Field Notices

Includes information published by Alcatel-Lucent Enterprise’s Customer Support group.

Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You’ll also receive regular software updates to maintain and maximize your Alcatel-
Lucent Enterprise product’s features and functionality and on-site hardware replacement through our
global network of highly qualified service delivery partners.

With 24-hour access to Alcatel-Lucent Enterprise’s Service and Support web page, you’ll be able to view
and update any case (open or closed) that you have reported to Alcatel-Lucent Enterprise’s technical
support, open a new case or access helpful release notes, technical bulletins, and manuals.

Access additional information on Alcatel-Lucent Enterprise’s Service Programs:

Web:myportal.al-enterprise.com
Phone: 1-800-995-2696

Email: ebg global supportcenter@al-enterprise.com
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Web: https://myportal.al-enterprise.com
Web: https://myportal.al-enterprise.com

1 Ethernet Port Commands

The Ethernet port software is responsible for configuring and monitoring Ethernet ports. This includes:
® Performing hardware diagnostics, loading software, and initializing hardware.

® Notifying other software modules in the system when Ethernet links become active or inactive.

® Configuring basic line parameters for Ethernet ports.

® Qathering basic line statistics for Ethernet ports and passing this information to the user interface and
configuration manager.

MIB information for the Ethernet Port commands is as follows:

Filename: ALCATEL-INDI1-PORT-MIB.mib
Module: alcatelIND1PortMIB

Filename: EtherLike-MIB.mib
Module: etherMIB
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Ethernet Port Commands

A summary of the available commands is listed here.

Interfaces commands interfaces
interfaces speed
interfaces duplex
interfaces alias
clear interfaces
interfaces max-frame-size
interfaces flood-limit
interfaces flood-limit action
interfaces ingress-bandwidth
interfaces pause
interfaces link-trap
interfaces ddm
interfaces ddm-trap
interfaces eee
clear violation
show interfaces
show interfaces alias
show interfaces status
show interfaces capability
show interfaces accounting
show interfaces counters
show interfaces counters errors
show interfaces flood-rate
show interfaces traffic
show interfaces ingress-rate-limit
show interfaces ddm
show transceivers
show violation

Interface violation commands violation recovery-maximum
violation recovery-time
violation recovery-trap
show violation
show violation-recovery-configuration
clear violation

Time Domain Reflectometry  interfaces tdr
(TDR) commands show interfaces tdr-statistics
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Ethernet Port Commands interfaces

interfaces

Enables or disables auto negotiation or administrative status on a single port, a range of ports, or an entire
Network Interface (NI).

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} {admin-state | autoneg | epp} {enable |
disable}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.
port|-port2] The port number. Use a hyphen to specify a range of ports.
admin-state {enable | disable} Enables or disables administrative state.
autoneg {enable | disable} Enables or disables auto negotiation.
epp {enable | disable} Enhanced Port Performance (EPP) is not supported.
Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines
® [fauto negotiation is disabled, auto MDIX, flow control, auto speed, and auto duplex are not accepted.
® Autonegotiation cannot be disabled on 10GBase-T ports.

® The 2.5G capable ports will advertise either 2.5G or 1G when auto-negotiation is enabled depending
on the port's configured speed. The default is 2.5G.

® Autonegotiation is disabled for 10G port types and optical transceivers. It is enabled for 25G, and
100G direct-attached cables.

Examples

-> interfaces port 1/3/1 autoneg disable
-> interfaces slot 1/3 autoneg disable

-> interfaces port 1/3/1-4 autoneg disable

Release History

Release 5.1; command introduced.
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Ethernet Port Commands interfaces

Related Commands

interfaces speed Configures interface speed.

interfaces duplex Enables or disables flow (pause).

show interfaces alias Displays interface line settings.

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Obijects

esmConfTable
esmPortCfgAutoNegotiation
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Ethernet Port Commands interfaces speed

interfaces speed

Configures interface line speed.

interfaces {slot chassis/slot | port chassis/slot/port [-port2]} speed {10 | 100 | 1000 | 2500 | 10000 | 40000
| 100000 | 2000 | 4000 | 8000 | auto | max {100 | 1000 | 4000 | 8000}}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.
port|-port2] The port number. Use a hyphen to specify a range of ports.
auto The switch automatically sets the line speed to match the attached
device (auto-sensing).
10 Sets the interface to 10 Mbps.
100 Sets the interface to 100 Mbps.
1000 Sets the interface to 1000 Mbps (1 Gigabit).
2500 This parameter is not supported.
10000 This parameter is not supported.
40000 This parameter is not supported.
100000 This parameter is not supported.
2000 This parameter is not supported.
4000 This parameter is not supported.
8000 This parameter is not supported.
max 100 Sets the maximum speed to 100 Mpbs.
max 1000 Sets the maximum speed to 1000 Mbps (1 Gigabit).
max 4000 This parameter is not supported.
max 8000 This parameter is not supported.
Defaults
parameter default
auto enable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

The changing of a port's speed, when changing between 100M/1G and 2.5G or vice-versa, is applied in
port pairs. Meaning, changing the speed of one port of a pair will cause the other port's speed to change as
well. The port pairs are 17/18, 19/20, 21/22, 23/24. This does not apply when changing the speed between
100M and 1G.
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Ethernet Port Commands interfaces speed

Examples

-> interfaces slot 1/3 speed auto
-> interfaces port 1/3/1 speed 100
-> interfaces port 1/3/2-8 speed 1000

Release History

Release 5.1; command introduced.

Related Commands

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Objects

esmConfTable
esmPortCfgSpeed
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Ethernet Port Commands interfaces duplex

interfaces duplex

Configures duplex mode. In full duplex mode, the interface transmits and receives data simultaneously. In
half duplex mode, the interface can transmit or receive data at a given time. Auto duplex setting causes the
switch to advertise all available duplex modes (half/full/both) for the port during autonegotiation.

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} duplex {full | half | auto}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.
port|-port2] The port number. Use a hyphen to specify a range of ports.
full Sets interface to full duplex mode.
half Sets interface to half duplex mode.
auto Switch automatically sets both the duplex mode settings to auto-
negotiation.
Defaults
parameter default
full | half | auto full

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® You can only configure one slot at a time. Repeat the command to configure additional slots.

® Half duplex mode is not supported on Gigabit modules if a port is detected as Gigabit (1000 Mbps).
® Gigabit and 10 Gigabit fiber ports only support full duplex.

Examples

-> interfaces port 1/3/1 duplex auto
-> interfaces slot 1/3 duplex half
-> interfaces port 1/3/1-4 auto

Release History

Release 5.1; command introduced.
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Ethernet Port Commands interfaces duplex

Related Commands

interfaces Configures interface line speed. Set to auto to set speed and duplex
mode to auto-sensing.

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Objects

esmConfTable

esmPortAutoDuplexMode
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Ethernet Port Commands interfaces alias

interfaces alias

Configures a description (alias) for a single port.

interfaces port chassis/slot/port alias description

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number.

description A description for the port, which can be up to 64 characters long.
Description tags with spaces must be enclosed within quotes (e.g., “IP
Phone”).

Defaults

N/A

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® You can only configure one port at time. You cannot configure an alias for multiple ports.

® To remove an alias use a description consisting of two quotes without any spaces (e.g., "").

Examples

-> interfaces port 1/3/1 alias "switch port"
-> interfaces port 1/2/2 alias "IP Phone"
-> interfaces port 1/3/1 alias ""

Release History

Release 5.1; command introduced.

Related Commands

show interfaces alias Displays port status (up or down) and any aliases for a port.

MIB Objects

ifXTable
ifAlias
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Ethernet Port Commands clear interfaces

clear interfaces

Resets all Layer 2 statistics counters or Time Domain Reflectometry (TDR) statistics counters.

clear interfaces {slot chassis/slot | port chassis/slot/port|-port2} {12-statistics [cli] | tdr-statistics}

Syntax Definitions

chassis The chassis identifier when running in virtual chassis mode.
slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.
cli Clears the CLI statistics only.

Defaults

N/A

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® There is no global clear statistics command for TDR. The highest level granularity supported for
clearing statistics is per chassis/slot.

Examples

-> clear interfaces port 1/1/20 12-statistics
-> clear interfaces port 1/1/30 12-statistics cli
-> clear interfaces port 1/1/40 tdr-statistics

Release History

Release 5.1; command introduced.

Related Commands
show interfaces counters Displays general interface information, including when statistics
were last cleared.

show interfaces tdr-statistics ~ Displays the results of the last TDR test performed on a port.

MIB Objects

alcetherStatsTable
alcetherClearStats
esmTdrPortTable

esmTdrPortClearResults
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Ethernet Port Commands interfaces max-frame-size

interfaces max-frame-size

Configures the maximum frame size for Gigabit Ethernet interfaces.

interfaces {slot chassis/slot | port chassis/slot/port|-port2} max-frame-size bytes

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.
port[-port2] The port number. Use a hyphen to specify a range of ports.
bytes Maximum frame size, in bytes. Valid range is 1518-9216.
Defaults

parameter default

bytes (Gigabit Ethernet Packets) 9216
bytes (Ethernet Packets) 1553

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines
N/A

Examples

-> interfaces port 1/3/1 max-frame-size 1518
-> interfaces slot 1/3 max-frame-size 1518

Release History

Release 5.1; command introduced.

Related Commands

show interfaces Displays auto negotiation, speed, duplex, and crossover settings.

MIB Obijects

esmConfTable

esmPortCfgMaxFrameSize
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Ethernet Port Commands interfaces flood-limit

interfaces flood-limit

Configures the flood rate settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} flood-limit {bcast | mcast | uucast | all} rate
{pps pps_num| mbps mbps_num | cap% cap_num | enable | disable | default} [low-threshold low num]

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port|-port2] The port number. Use a hyphen to specify a range of ports.
bcast Specifies broadcast flood limit.

mcast Specifies multicast flood limit.

uucast Specifies unicast flood limit.

all Specifies flood limit for all types of traffic.

ppS_num Packets per second.

mbps_num Megabits per second.

cap_num Percentage of port’s capacity.

enable Enables flood rate limits.

disable Disables flood rate limits.

default Sets default flood rate limits

low_num Specifies the low threshold value, which must be lower than the high

threshold value set for the pps_num, mbps_num, or cap_num value.

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® The packets-per-second (pps) setting is based on a 512 byte frame size. When configuring the
threshold value as a percentage (cap%) or in megabits-per-second (mbps), only approximate limits
can be achieved because values are always estimated based on the packet-per-second size (512 bytes).

® The low-threshold parameter is set to help with the auto-recovery of a port that was shutdown because
of a STORM violated state. The shutdown action is configured through the interfaces flood-limit
action command.
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Ethernet Port Commands

interfaces flood-limit

Examples

-> interfaces
-> interfaces
-> interfaces
-> interfaces

slot
slot
port
port

Release History

1/2 flood-limit all rate cap% 50

1/3 flood-limit bcast rate mbps 100

1/1/1 flood-limit bcast rate mbps 60 low-threshold 40
1/1/5 flood-1limit mcast rate pps 2000 low-threshold 1000

Release 5.1; command introduced.

Related Commands

show interfaces flood-rate Displays interface flood rate settings.

MIB Objects

esmConfigTable

esmPortCfgFlow

dot3PauseTable

dot3PauseAdminMode
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Ethernet Port Commands interfaces flood-limit action

interfaces flood-limit action

Configures the action on a single port, a range of ports, when the port reaches the storm violated state.

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} flood-limit {bcast | mcast | uucast | all}
action {shutdown | trap | default}

Syntax Definitions

chassis The chassis identifier.

slot Slot number to configure.

port Port number of the interface to configure.

port2 Last port number in a range of ports to configure.

beast Broadcast flood limit.

mcast Multicast flood limit.

uucast Unicast flood limit.

all Flood limit for all types of traffic.

shutdown When the high threshold is violated, port is put into a blocked state.

trap When the high threshold is crossed, trap is sent with the violation
reason.

default When traffic reaches the high threshold, packets above that rate will be
dropped.

Defaults

N/A

Platforms Supported

Not supported in this release.

Usage Guidelines

® When high threshold is violated, and the port needs to be put in blocked state, set the action as
“shutdown”.

o Use the low-threshold parameter of the interfaces flood-limit command to assist with auto-recovery
of a port that was shutdown.

® When high threshold is crossed, and a trap has to be sent with violation reason, set the action as “trap”.

® When traffic reaches high threshold, and the packets above that rate needs to be dropped, set the action
as “default”.

® For the parameter flood-limit uucast, only "default" action is supported.

Examples

-> interfaces port 1/1/1 flood-limit bcast action shutdown
-> interfaces port 1/1/4 flood-limit uucast action trap
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-> interfaces port 1/1/11 flood-limit all action shutdown
-> interfaces port 1/1/14 flood mcast action default
Release History

Release 5.1; command not supported.

Related Commands

interfaces flood-limit Configures the high and low threshold values for flood rate limiting.

show interfaces flood-rate Displays interface flood rate settings.

MIB Objects

esmConfigTable

esmPortBcastThresholdAction
esmPortMcastThresholdAction
esmPortUucastThresholdAction
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interfaces ingress-bandwidth

Configures the ingress bandwidth settings on a single port, a range of ports, or an entire Network Interface
(ND).

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} ingress-bandwidth {mbps| enable | disable}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.
port[-port2] The port number. Use a hyphen to specify a range of ports.
mbps Specifies the ingress bandwidth in mbps.
enable Enables ingress bandwidth limiting.
disable Disables ingress bandwidth limiting.
Defaults
parameter default
enable | disable disable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines
N/A

Examples

-> interfaces slot 1/3 ingress-bandwidth enable
-> interfaces slot 1/3 ingress-bandwidth mbps 30

Release History

Release 5.1; command introduced.

Related Commands
show interfaces ingress-rate-  Displays the ingress-rate-limit set for each interface port.

limit

MIB Objects

esmConfTable
esmPortIngressRatelLimitEnable
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interfaces pause

Configures whether or not the switch will transmit and/or honor flow control PAUSE frames on the
specified interface. PAUSE frames are used to temporarily pause the flow of traffic between two
connected devices to help prevent packet loss when traffic congestion occurs between switches.

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} pause {tx | rx | tx-and-rx | disable}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port[-port2] The port number. Use a hyphen to specify a range of ports.

tx Allows interface to transmit PAUSE frames to peer switches.

rx Allows interface to honor PAUSE frames from peer switches and
temporarily stop sending traffic to the peer.

tx-and-rx Allows the interface to transmit and honor PAUSE frames to/from peer
switches.

disable Disables flow control on the interface.

Defaults

By default, flow control is disabled on all switch interfaces.

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® Flow control is only supported on interfaces configured to run in full-duplex mode; half-duplex mode
is not supported. In addition, flow control is not supported across a virtual fabric link (VFL).

® [f both autonegotiation and flow control are enabled on the same local interface, autonegotiation
calculates operational flow control settings for that interface. Note that the operational settings override
the configured settings as long as autonegotiation and flow control are both enabled for the interface.

® [fautonegotiation is disabled, the configured flow control settings are applied to the local interface.

Examples

-> interfaces port 1/2/4 pause rx
-> interfaces port 1/1/11 pause tx
-> interfaces port 1/2/1 pause tx-and-rx
-> interfaces port 1/2/1-6 disable

Release History

Release 5.1; command introduced.
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Related Commands

show interfaces status Displays interface line settings.

MIB Objects

esmConfTable
esmPortCfgPause
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interfaces link-trap

Enables trap link messages. If enabled, a trap is generated whenever the port changes state.

interfaces [slot chassis/slot | port chassis/slot/port [-port2]] link-trap {enable | disable}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.
port[-port2] The port number. Use a hyphen to specify a range of ports.
enable Port link up/down traps are displayed on the NMS.
disable Port link up/down traps are not displayed on the NMS.
Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines
N/A

Examples

-> interfaces port 1/2/1 link-trap enable
-> interfaces slot 1/3 link-trap enable
-> interfaces port 1/1/1-6 link-trap enable

Release History

Release 5.1; command introduced.

Related Commands

show interfaces status Displays interface line settings.

MIB Objects

esmConfigTable
esmPortSlot
esmPortIF
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interfaces ddm

Configures the Digital Diagnostics Monitoring (DDM) administrative status.

interfaces ddm {enable | disable}

Syntax Definitions

enable Enables DDM functionality.
disable Disables DDM functionality.
Defaults

parameter default

ddm disable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® DDM capability will vary based on the transceiver manufacturer.

®* DDM status must be enabled in order to enable traps; traps are enabled separately.

Examples

-> interfaces ddm enable
-> interfaces ddm disable

Release History

Release 5.1; command introduced.

Related Commands

show interfaces ddm Displays the interface DDM status.

MIB Obijects

ddmConfiguration

ddmConfig
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interfaces ddm-trap

Configures the Digital Diagnostics Monitoring (DDM) administrative status or trap capability.

interfaces ddm-trap {enable | disable}

Syntax Definitions

enable Enables DDM trap functionality.
disable Disables DDM trap functionality.
Defaults

parameter default

ddm-trap disable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

DDM status must be enabled in order to enable traps; traps are enabled separately.

Examples

-> interfaces ddm-trap enable
-> interfaces ddm-trap disable

Release History

Release 5.1; command introduced.

Related Commands

show interfaces ddm Displays the interface DDM status.

MIB Objects

ddmConfiguration

ddmTrapConfig
ddmNotificationType
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interfaces eee

Enables or disabled Energy Efficient Ethernet.

interfaces {slot chassis/slot| port chassis/slot/port|-port2]} eee {enable | disable}

Syntax Definitions

chassis The chassis identifier.
slot The slot number for a specific module.
port[-port2] The port number. Use a hyphen to specify a range of ports.
enable Enables EEE functionality.
disable Disables EEE functionality.
Defaults
parameter default
enable | disable disable

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

* EEE is only supported on copper ports.

* Enabling EEE will start advertising EEE capability to peer ports. Disabling EEE will stop advertising
EEE capability to peer ports.

Examples

-> interfaces port 1/1/1 eee enable
-> interfaces slot 1/1 eee disable

Release History

Release 5.1; command introduced.

Related Commands

show interfaces Displays the administrative, operational, violation, and recovery
status and configuration for the specified port.

MIB Objects

N/A

OmniSwitch 2260,2360 AOS Release 5.2R3 CLI Reference Guide June 2023 page 1-22



Ethernet Port Commands clear violation

clear violation

Clears all the MAC address violation logs for a particular port and session. After the violations are
cleared, the specific port resumes normal operation. This includes applying an existing application
configuration.

clear violation {port chassis/slot/port|-port2] | linkagg agg id|-agg id2]}

Syntax Definitions

chassis The chassis identifier when running in virtual chassis mode.

slot The slot number for a specific module.

port|-port2] The port number. Use a hyphen to specify a range of ports.

agg idl|-agg id2) Enter a link aggregate ID number. Use a hyphen to specify a range of
link aggregate IDs.

Defaults

N/A

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® When a violation is set on a physical port that is part of a link aggregate, the violation is set for the
whole link aggregate. All ports on that link aggregate are brought down. When this command is
applied to a link aggregate ID, all member ports of the link aggregate are activated.

® When this command is applied, all MAC addresses known to the port are cleared from the MAC
address table for the switch.

Examples

-> clear violation port 1/10
-> clear violation port 2/1-5
-> clear violation linkagg 5
-> clear violation linkagg 10-20

Release History

Release 5.1; command introduced.
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Related Commands

show violation Displays the address violations that occur on ports with LPS
restrictions.

MIB Objects

portViolationTable

portViolationClearPort
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violation recovery-maximum

Configures the maximum number of recovery attempts allowed before the port is permanently shut down.
This value is configurable on a global basis (applies to all ports on all modules) and on a per-slot or per-
port basis.

violation recovery-maximum {infinite | max_attempts}

violation [slot chassis/slot | port chassis/slot/port|-port2]] recovery-maximum {infinite | default |
max_attempts}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port|-port2] The port number. Use a hyphen to specify a range of ports.
infinite Sets the recovery attempt to infinite auto recovery.

default Sets the number of recovery attempts to the global value for the

specified ports. This parameter is only available when a slot, port, or
range of ports is specified with this command.

max_attempts The maximum number of recovery attempts. Valid range is 0-50.

Defaults

By default, this command configures the global maximum number of recovery attempts. The global value
applies to all ports on all modules in the switch.

parameter default

max_attempts 10

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines
® Set the maximum number of recovery attempts value to 0 to disable this recovery mechanism.
® Enter a slot number to configure the number of recovery attempts for all interfaces on a specific slot.

® Enter a slot and port number or a range of ports to configure the number of recovery attempts for a
specific interface or a range of interfaces.

® When this command is used to configure the number of recovery attempts for all ports on a slot or for a
specific port or range of ports, the value specified overrides the global maximum number of attempts
configured for the switch.

® When configuring the number of recovery attempts for a specific slot, port, or range of ports, use the
default parameter to reset this value to the global maximum number of attempts.
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violation recovery-maximum

® The number of recovery attempts increments whenever a port recovers using automatic recovery timer
mechanism. When the number of recovery attempts exceeds the configured threshold, the port is
permanently shut down.

® Once an interface is permanently shut down, only the clear violation command can be used to recover

the interface.

® The recovery mechanism tracks the number of recoveries within a fixed time window (FTW). The
FTW = 2 * maximum recovery number * recovery timer. For example, if the maximum number of
recovery attempts is set to 4 and the recovery timer is set to 5, the FTW is 40 seconds (2 * 4 * 5=40).

Examples

-> violation
-> violation
-> violation
-> violation
-> violation
-> violation
-> violation
-> violation

recovery-maximum 25

slot
port
port
port
port

1/2 recovery-maximum 10

1/2/3 recovery-maximum 20
1/2/4-9 recovery-maximum 50
1/2/4-9 recovery-maximum default
1/2/3 recovery-maximum O

recovery-maximum infinite

recovery-maximum O

Release History

Release 5.1; command introduced.

Related Commands

violation recovery-time Configures the time interval after which the port is

show interfaces

automatically re-activated if the port was shut down for any
violation.

Displays the administrative, operational, violation, and
recovery status and configuration for the specified port.

show violation-recovery-configuration Displays the globally configured recovery time, SNMP

MIB Objects

recovery trap status, and maximum recovery attempts.

alaPortViolationRecoveryTable

alaPortViolationRecoveryMaximum
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violation recovery-time

Configures the time interval after which the port is automatically re-activated if the port was shutdown for
any violation. This value is configurable on a global basis (applies to all ports on all modules) and on a
per-slot or per-port basis.

violation recovery-time seconds

violation [slot chassis/slot | port chassis/slot/port|-port2]] recovery-time {seconds | default}

Syntax Definitions

chassis The chassis identifier.

slot The slot number for a specific module.

port|-port2] The port number. Use a hyphen to specify a range of port.

seconds The number of seconds after which a port is reactivated. The valid range
is 30-600 seconds.

default Sets the recovery time to the global value for the specified ports. This

parameter is only available when a slot, port, or range of ports is
specified with this command.

Defaults

¢ By default, this command configures the global recovery time. The global value applies to all ports on
all modules in the switch.

® By default, the violation recovery time is set to 300 seconds.

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

® When the recovery timer expires, the interface is operationally re-enabled and the violation on the
interface is cleared.

® The violation recovery time value does not apply to interfaces that are in a permanent shutdown state.
A port in this state is only recoverable using the clear violation command.

® The interface violation recovery mechanism is not supported on link aggregates, but is supported on
the link aggregate member ports.

® Enter a slot number to configure the recovery time for all interfaces on a specific slot.

® Enter a slot and port number or a range of ports to configure the recovery time for a specific interface
or a range of interfaces.

® When this command is used to configure the recovery time for all ports on a slot or for a specific port
or range of ports, the value specified overrides the global maximum recovery time configured for the
switch.
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® When configuring the time for a specific slot, port, or range of ports, use the default parameter to reset
this value to the global maximum number of attempts.

Examples

-> violation recovery-time 600

-> violation slot 1/2 recovery-time 100

-> violation port 1/2/3 recovery-time 200

-> violation port 1/2/4-9 recovery-time 500

-> violation port 1/2/4-9 recovery-time default

Release History

Release 5.1; command introduced.

Related Commands

violation recovery-maximum Configures the maximum number of recovery attempts
before a port is permanently shut down.

show violation Displays the violation and recovery status for the
specified port.

show violation-recovery-configuration Displays the globally configured recovery time, SNMP

recovery trap enable/disable status and maximum
recovery attempts.

MIB Objects

alaPortViolationRecoveryTable

alaPortViolationRecoveryTime
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violation recovery-trap

Enables or disables the sending of a violation recovery trap when any port is re-enabled after the violation
recovery time has expired.

violation recovery-trap {enable | disable}

Syntax Definitions

enable Enables the ports to send violation recovery traps.
disable Disables the ports from sending violation recovery traps.
Defaults

By default, sending of a violation recovery trap is disabled.

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines

This is a global command that is applied to all ports on all modules.

Examples

-> violation recovery-trap enable
-> violation recovery-trap disable

Release History

Release 5.1; command introduced.

Related Commands

violation recovery-time Configures the time interval to automatically re-enable the ports
that were shutdown due to a violation.

show violation-recovery- Displays the globally configured recovery time, SNMP recovery

configuration trap status, and maximum recovery attempts.

MIB Objects

esmViolationRecovery
esmViolationRecoveryTrap
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show interfaces

Displays general interface information (for example, hardware, MAC address, input errors, and output
errors).

show interfaces [slot chassis/slot | port chassis/slot/port|-port2]]

Syntax Definitions

chassis The chassis identifier.

slot Slot number to display information about all ports on a specific slot.

port|-port2] The port number of a specific interface to display. Use a hyphen to
specify a range of ports.

Defaults

N/A

Platforms Supported
OmniSwitch 2260, 2360

Usage Guidelines
N/A

Examples

-> show interfaces port 1/1/2
Chassis/Slot/Port 1/1/2
Operational Status Loup,
Last Time Link Changed Mon Jan 5 17:09:30 2019,
Number of Status Change: 1,
Port-Down/Violation Reason: None,

Type Ethernet,
SFP/XFP GBIC_ SX,
Interface Type Fiber,
EPP Disabled,
Link-Quality N/A

MAC address

00:d0:95:b2:39:85,

BandWidth (Megabits) 1000, Duplex Full,
Autonegotiation 1 [ 1000-F 100-F 100-H 10-F 10-H

Long Accept Enable, Runt Accept Disable,

Long Frame Size (Bytes) 9216, Runt Size (Bytes) 64,

Inter Frame Gap (Bytes) 12,

loopback mode N/A,

Rx

Bytes Received 7967624, Unicast Frames 0,
Broadcast Frames: 124186, M-cast Frames 290,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames 0, Error Frames 0,
CRC Error Frames: 0, Alignments Err 0,
Tx

Bytes Xmitted 255804426, Unicast Frames 24992,
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show interfaces

Broadcast Frames:
UnderSize Frames:
Lost Frames

output definitions

3178399, M-cast Frames 465789,
0, OverSize Frames: 0,
0, Collided Frames: 0,

Slot/Port

Operational Status

Last Time Link Changed
Number of Status Change

Port-Down/Violation Reason

Type
SFP/XFP
Interface Type

EPP
Link-Quality

MAC address
WWPN

Bandwidth
Duplex
Autonegotiation
Long Accept
Runt Accept
Long Frame Size

Runt Size

Interface slot and port.

Interface status:

up - port is operationally up.

down - port is operationally down

dormant - SFP/SFP+ transceiver is inserted into a port configured for
Fibre Channel or Fibre Channel transceiver is inserted into a port
configured for Ethernet and the link has become active.

The last time the configuration for this interface was changed.

The total number of times that the configuration of this interface has
changed.

This is displayed if the port is down. If the port is down due to software
reasons or violations the reason is displayed. If it is down due to
physical fault, “None” is displayed. The reason displayed applies only
to the physical port, for a link aggregate use the show violation
command.

Interface type (Ethernet/Fast Ethernet/Gigabit Ethernet).
The type of transceiver detected.

The type of interface for this port. (Copper, Fiber, Combo-Copper,
Combo-Fiber)

Enhanced Port Performance. Not supported in this release.

The link quality of the connection:

GOOD - The port will connect with no problems and transfer data with
No errors.

FAIR - The port may have intermittent problems connecting and
maintaining its connection to a remote port and/or intermittent CRC's
could occur.

POOR - The port will have problems connecting and maintaining a
connection with remote port. If the ports connect, it’s likely CRC errors
will occur.

N/A - The port link quality is either very poor or the port type does not
support the Link Quality capability.

Interface MAC address.

OmniSwitch 64-bit World Wide Port Name (WWPN) for each Fibre
Channel port.

Bandwidth (in megabits).

Duplex mode (Half/Full/Auto).

The auto negotiation settings for this interface.
Long Frames status (enable/disable).

Runt Frames status (enable/disable).

Long Frame Size (in Bytes).

Runt Frame Size (in Bytes).
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show interfaces

output definitions (continued)

Inter Frame Gap

loopback mode

Bytes Received

Rx Unicast Frames

Rx Broadcast Frames
Rx M-cast Frames

Rx Undersize Frames
Rx Oversize Frames
Rx Lost Frames

Rx Error Frames

Rx CRC Error Frames

Rx Alignments Err
Bytes Xmitted

Tx Unicast Frames
Tx Broadcast Frames
Tx M-cast Frames
Tx Undersize Frames
Tx Oversize Frames
Tx Lost Frames

Tx Collided Frames

Tx Error Frames

Inter-packet gap (in Bytes). Not supported in this release.

The loopback mode for the port (N/A or SPB-VPN). Ports are
configured to run in the loopback mode to support L3 VPN inline
routing for an IP over Shortest Path Bridging (SPB) configuration.

Number of Bytes received.

Number of unicast frames received.
Number of broadcast frames received.
Number of multicast frames received.
Number of undersized frames received.
Number of oversized frames received.
Number of Lost Frames received.
Number of error frames received.

Number of CRC error frames received. Only applies to frames that are
less than or equal to Max/Long Frame Size. Frames larger than Long
Frame Size are counted as OverSizeFrames.

Number of Alignments Error frames received.
Number of Bytes transmitted.

Number of unicast frames transmitted.

Number of broadcast frames transmitted.

Number of multicast frames r transmitted.

Number of undersized frames transmitted.

Number of oversized frames transmitted.

Number of Lost Frames transmitted.

Number of collision frames received or transmitted.

Number of error frames transmitted.

Release History

Release 5.1; command introduced.
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Related Commands

show interfaces accounting Displays interface accounting information (e.g., packets received/
transmitted).

show interfaces counters Displays interface counter information (e.g., unicast packets
received/transmitted).

show interfaces status Displays the interface line settings (e.g., speed and mode).

show interfaces traffic Displays interface traffic sta